DoD Cyber Awareness

1. Go to https://ia.signal.army.mil and click on the Cyber Awareness Challenge Banner
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US ARMY TA & COMPLIANCE The Inf fon and Ci ion Technologlies Defense (ICTD) Division, U.S. Army School Cyber
Leader College, pmldes high mnnllrf Information AssuranceiComputer Network Defense training and
A of Defense

R e T We provide training primarily for Department of Army personnel. but have also trained personnel from

all services and other federal agencies to include: LS. Air Force, U.S. Navy, U.S. Marine Corps, LS.
Coast Guard, Department of Defense civilian and contract employees, Department of Energy, and the
[P— Faderal Aviation Administration.

DD B70.01 The Division is ale responsible for research, course developmant, and the distribution of course
materials to our satellite sites worldwide. We make every effort to remain on the cutting edge of

Be00 5200.1-R technology and safeguard the Army's networks.
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2. Login with your CAC

DoD Cyber Awareness Challenge Training

Objectives: Thi cbjectives of Sis raining are Ested as follows

+ Affact physical security of computer hardwars and software. * Impiement effeciva contingency planmng
+ Limit access o computer equipment io authorized users only - Report secunfy probiems ta the chain of command
+ Prevent computer Faud, wasle nd abuse = Proiect COMpULer fes Ifom infaction By MABCous logic

Nate:

peepnnted on i

All personnel must successfully complete the training and the end of course test to receive full credit :

— Loga 1o take the Dol) Cyber Awareness Challenge Training

For Issues assessing the training and end of course test. Please do not contact DISA directly.
Email: usarmy gordon.cyber-coe.mbx.iad-inbox@mail.mil

Personnel = Anyone accessing an Army network.



https://ia.signal.army.mil/

3. Update your profile accordingly and click “Confirm”

Cyber Security User Portal

You have successfully logged in

To continue, you must update your record. Please completa the following 1ofm so thal your fecord can be updated.
All fields are MANDATORY.

Salect a T

Branch: ATV =

Selecta

Type | Miltary =]

Selecta '} ,SARC U S. Army Reserve Command =
MACOM e L

[ Confirm |

Click Here o log out.

4. Double click the DOD Awareness Challenge link:

Cyber Security User Portal

Thank you for updating your account

To take the training for Dol Assurance
chick on the Courses menu link above,

——- ()0} Cytbor Awarenass Chalienge

Take an exam
Vi i ind Prin| rifi
View and Sign AUP
Eort Gordon Dgia at Rest validation

Click Here 1o log sut.

Notice: This is a DOD Compuier System. This computer system is not authorized to process classified information. This computer system, including il related eguipment, nebworks, and network devices (Incuding inemet.
access) is prowided only for authorized U S. Govemment use. DOD computer systems may be manitored for 2l lawtul purposes, inciuding o ensire their use i autharzed, for management of the system, 1o faciitate
protection against unauthorized access and to verity security procedures, sunvivabiity and operational security. Monsaring includes, but is not limited to, active attacks by authorized DOD entlies to test or verify the securty




5. Launch and complete the Cyber Awareness Challenge. At the end of the course you must obtain
70% or above on the course test.

CYRER
AWARENESS

CHALCLENGE

UNCLASSIFIED

Department of Defense Employees

Attention: The selection of "Continue Current CyberAwareness Challenge
Department of Defense Version" will only work as long as previous training has been
captured and stored by your system's cookies. Once the stored data is lost or
deleted, the saved information is no longer valid and you will have to restart the
training.

Launch New CyberAwareness Challenge Department of Def Version <&

Continue Current CyberAwareness Challenge Department of Defense Version

Product Functionality Caution: To meet technical functionality requirements, this awareness product was developed
to function with Windows operating systems (Windows 7, VISTA, and XP. when configured correctly) using either the
Internet Explorer (IE) or Firefox browsers_ Users employing another OS or browser may experience difficulties and may
not be able to complete the training or print the certificate of completion. If you have questions regarding this
requirement, please contact the CS Training Center Helpdesk.

Troubleshooting Guide

Note: When you complete the Cyber Awareness Challenge, you MUST be connected to a printer and print your certificate
immediately, unless you are on a Learning Management System that marks completion. If you don't print the certificate when you
reach the final screen, you may have to retake the course to access a new certificate.

6. After successful completion of the course print the certificate and bring it with you on Day 0.
The certificate should look like this:

DEPARTMENT OF THE ARMY

CERTIFICATE OF TRAINING
This 1s to certify that
R
has successfully completed

Annual DoD Cyber Awareness Challenge Exam (v 4.0)

2 Hour(s)
) .S Army Signal Center
Given at Fort Gordon, GA P.K. Sawl
PK. SAYLES
07 July 2017 COL, s¢

Assistant Commandant
D Form 87, 1 Oct 78



