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YOU ARE ACCESSING A U.S. GOVERNMENT (USG) INFORMATION SYSTEM (IS) THAT IS PROVIDED FOR 
YOUR USE TO COMMUNICATE AND INTERACT. 

By using this IS (which includes any device attached to this IS), you consent to the following conditions: 

The USG routinely intercepts and monitors communications on this IS for purposes including, but not 
limited to, penetration testing, COMSEC monitoring, network operations and defense, personnel 
misconduct (PM), law enforcement (LE), and counterintelligence (CI) investigations.  

At any time, the USG may inspect and seize data stored on this IS.  

Communications using, or data stored on, this IS are not private, are subject to routine monitoring, 
interception, and search, and may be disclosed or used for any USG-authorized purpose.  

This IS includes security measures (e.g., authentication and access controls) to protect USG interests--
not for your personal benefit or privacy.  

Notwithstanding the above, using this IS does not constitute consent to PM, LE or CI investigative 
searching or monitoring of the content of privileged communications, or work product, related to 
personal representation or services by attorneys, psychotherapists, or clergy, and their assistants. Such 
communications and work product are private and confidential. See User Agreement for details. 

U.S. Army Reserve ("us", "we", or "our") operates the USAR.ARMY.MIL/DE APP website and the DE App 
mobile application (the "Service"). 

This page informs you of our policies regarding the collection, use, and disclosure of personal data when 
you use our Service and the choices you have associated with that data.  

We use your data to provide and improve the Service. By using the Service, you agree to the collection 
and use of information in accordance with this policy. Unless otherwise defined in this Privacy Policy, 
terms used in this Privacy Policy have the same meanings as in our Terms and Conditions. 

Information Collection and Use 

We collect several different types of information for various purposes to provide and improve our 
Service to you. 

Types of Data Collected 

Personal Data 

While using our Service, we may ask you to provide us with certain personally identifiable information 
that can be used to contact or identify you ("Personal Data"). Personally identifiable information may 
include, but is not limited to: 

•Email address 

•First name and last name 



•Phone number 

•Address, State, Province, ZIP/Postal code, City 

• Usage Data 

We may also collect information that your browser sends whenever you visit our Service or when you 
access the Service by or through a mobile device ("Usage Data"). 

This Usage Data may include information such as your computer's Internet Protocol address (e.g. IP 
address), browser type, browser version, the pages of our Service that you visit, the time and date of 
your visit, the time spent on those pages, unique device identifiers and other diagnostic data. 

When you access the Service by or through a mobile device, this Usage Data may include information 
such as the type of mobile device you use, your mobile device unique ID, the IP address of your mobile 
device, your mobile operating system, the type of mobile Internet browser you use, unique device 
identifiers and other diagnostic data. 

Data Security 

We implement measures designed to protect your personal information from accidental loss or 
unauthorized access, use, alteration or disclosure. However, the safety and security of your information 
also depends on you. We urge you to protect your user information and password and to be careful 
about giving out information in public areas of the Site or Pure Chat Software, which may be viewed by 
other users of the Site or Pure Chat Software. 

However, no internet or email transmission is ever fully secure or error free. We cannot guarantee the 
security of your personal information when transmitted through our Site or the DE App. Any 
transmission of personal information is at your own risk, and we are not responsible for circumvention 
of any privacy settings or security measures we provide. 

Tracking & Cookies Data 

We do not use cookies with this service. 

Tracking technologies used may be beacons, tags, and scripts to collect and track information and to 
improve and analyze our Service. 

Geo-Location/Location Services data 

Please be aware that the U.S. Army Reserve DE App will have access to your geo-location data on a 
voluntary basis. We use your data to tailor our services like Check-Ins, Find a Friend, and assisting you in 
finding Army Reserve services and resources. 

Mobile analytics 

We use mobile analytics software to allow us to better understand the functionality of our Mobile 
Software on your device. This software may record information such as how often you use the 
application, the events that occur within the application, aggregated usage, performance data, and 
where the application was downloaded from. 



Use of Data 

The U.S. Army Reserve uses the collected data for various purposes: 

•To provide and maintain the Service 

•To notify you about changes to our Service 

•To allow you to participate in interactive features of our Service when you choose to do so 

•To provide customer care and support 

•To provide analysis or valuable information so that we can improve the Service 

•To monitor the usage of the Service 

•To detect, prevent and address technical issues 

Open and Closed Chat Channels 

By default, anything you post to the DE App will remain private to your group in closed channels. While 
these communications will remain private to other users, we reserve the right to monitor all 
communication, including open and closed chat channels for violations of the terms of service of the DE 
App. 

Transfer Of Data 

Your information, including Personal Data, may be transferred to — and maintained on — computers 
located outside of your state, province, country or other governmental jurisdiction where the data 
protection laws may differ than those from your jurisdiction. 

If you are located outside United States and choose to provide information to us, please note that we 
transfer the data, including Personal Data, to United States and process it there. 

Your consent to this Privacy Policy followed by your submission of such information represents your 
agreement to that transfer. 

U.S. Army Reserve will take all steps reasonably necessary to ensure that your data is treated securely 
and in accordance with this Privacy Policy and no transfer of your Personal Data will take place to an 
organization or a country unless there are adequate controls in place including the security of your data 
and other personal information. 

Disclosure Of Data 

Legal Requirements 

The U.S. Army Reserve may disclose your Personal Data in the good faith belief that such action is 
necessary to: 

•To comply with a legal obligation 

•To protect and defend the rights or property of U.S. Army Reserve 

•To prevent or investigate possible wrongdoing in connection with the Service 



•To protect the personal safety of users of the Service or the public 

•To protect against legal liability 

Security Of Data 

The security of your data is important to us, but remember that no method of transmission over the 
Internet, or method of electronic storage is 100% secure. While we strive to use commercially 
acceptable means to protect your Personal Data, we cannot guarantee its absolute security. 

Service Providers 

We may employ third party companies and individuals to facilitate our Service ("Service Providers"), to 
provide the Service on our behalf, to perform Service-related services or to assist us in analyzing how 
our Service is used. 

These third parties have access to your Personal Data only to perform these tasks on our behalf and are 
obligated not to disclose or use it for any other purpose. 

Links To Other Sites 

Our Service may contain links to other sites that are not operated by us. If you click on a third party link, 
you will be directed to that third party's site. We strongly advise you to review the Privacy Policy of 
every site you visit. 

We have no control over and assume no responsibility for the content, privacy policies or practices of 
any third party sites or services. 

Children's Privacy 

Our Service does not address anyone under the age of 18 ("Children"). 

We do not knowingly collect personally identifiable information from anyone under the age of 18. If you 
are a parent or guardian and you are aware that your Children has provided us with Personal Data, 
please contact us. If we become aware that we have collected Personal Data from children without 
verification of parental consent, we take steps to remove that information from our servers. 

Communications from the DE App 

We will send you push notifications in order to make you aware of Check-ins, Emergency Check-ins, 
Newsfeed articles, Command messages, and Group Messages.  You may opt-out of receiving these types 
of communications by turning off push notifications at the device level. 

Changes To This Privacy Policy 

We may update our Privacy Policy from time to time.  

You are advised to review this Privacy Policy periodically for any changes. Changes to this Privacy Policy 
are effective when they are posted on this page. 

Contact Us 

If you have any questions about this Privacy Policy, please contact us: 



By visiting this page on our website:  https://www.usar.army.mil/DoubleEagleApp/ or email:  
usarmy.usarc.usarc-hq.mbx.de-app@mail.mil 

 

https://www.usar.army.mil/DoubleEagleApp/%20or%20email

